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Introduction

We present a SageMath implementation and empirical results of the main algorithm provided in paper [10] for reconstructing points of superelliptic curves.
Here we consider the following computational problem: given the polynomial
Y n + f (X) ∈ Fp [X, Y ] and approximations to (v0 , v1 ) ∈ F2p where v1n + f (v0 ) ≡
0 mod p, reconstruct (v0 , v1 ).
Its has applications to, and has been motivated by, the predictability problem
for the linear congruential generator on elliptic and hyperelliptic curves (see
[3,7,9]).
This problem is a particular case of the problem of finding small solutions of
multivariate polynomial congruences, see for instance [4,5,6,8]. All of them are
based on the so called lattice reduction techniques [11,12].
On the other hand, this problem is also a special case of obtaining which is
the number of roots where the roots have certain restrictions, sometimes these
kind of question has been called additive energy, the subject has been studied
quite recently in [2,13]
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The reconstructing algorithm

Given a prime p and a positive integer ∆ with p > ∆ ≥ 1, we say that an integer
pair (w0 , w1 ) ∈ Z2 is a ∆−approximation to (v0 , v1 ) ∈ F2p if there exist integers
ε0 , ε1 satisfying:
|ε0 |, |ε1 | ≤ ∆, w0 + ε0 = v0 , w1 + ε1 = v1 .
We are considering irreducible bivariate polynomials H(n,m,f ) (X, Y ) ∈ Fp [X, Y ]
of the form Y n + f (X) and the equation:
H(n,m,f ) (X, Y ) = 0

(1)

where n, m are positive integers such that nm > 1, and f = f (X) ∈ Fp [X] is a
monic univariate polynomial of degree m, i.e.,
f = X m + am−1 X m−1 + · · · + a1 X + a0 .
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Theorem 1 ([10]). With the above notations and definitions, there exists a set
V(∆; f ) ⊆ Fp of cardinality
#V(∆; f ) = O(A(n, m)∆λn,m )
where
– If m ≥ n
A(n, m) = m2 (2m + 2n)(m+n−1)/2
and
λn,m =

m(m + 1) + n(n − 1)
2

– If n ≥ m
A(n, m) = n2 (2m + 2n)(m+n−1)/2
and

n(n + 1) + m(m − 1)
2
with the following property: whenever v0 6∈ V(∆; f ) then, given a ∆−approximation
(w0 , w1 ) to a point (v0 , v1 ) of the polynomial H(n,m,f ) (X, Y ) one can recover
(v0 , v1 ) in deterministic polynomial time in m, n and log p.
λn,m =

An outline of the algorithm given in the proof of this Theorem goes as follows.
The algorithm is divided into two stages.
– Stage 1: We construct a certain linear of system of congruences LS (n,m,f )
and the associated lattice L(n,m,f ) of dimension m+n−1; this lattice depends
on the approximation (w0 , w1 ). We also show that a certain vector E directly
related to missing information about (v0 , v1 ) is a very short vector. Now, we
compute a solution T of the system of congruences LS (n,m,f ) in polynomial
time using linear diophantine methods. Then apply (approximation) Closest
Vector Problem to the vector T and lattice L(n,m,f ) , using the algorithm in
paper [1] and obtaining a vector u of the lattice L(n,m,f ) .
– Stage 2: We show that F = T−u provides the required information about E
for all (v0 , v1 ) except when v0 lies in a certain exceptional set V(∆; f ) ⊆ Fp of
cardinality #V(∆; f ) = O(A(n, m)∆λn,m ) (which is defined as set of zeroes
of a certain parametric family of 0-dimension bivariate polynomial ideals).
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The SageMath implementation and empirical results

The input required by the above algorithm to recovering points of superelliptic
curve include approximations to the point.
In the first case, a “bad” set of values for the component x0 is described, proving that whenever that value lies outside the set, the algorithm works correctly.
Furthermore, the size of the set is asymptotically bounded with ∆λn,m .
We have performed some numerical tests with a SageMath program. Firstly,
we fixed the integers n and m and generate a superelliptic curve H(n,m,f ) (X, Y ) =
0 over a prime finite field of a desired size by choosing randomly in Fp the parameters/coefficients of the univariate polynomial f to fix Eq. (1).

Recovering points of superelliptic curves
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n=2; m=5; tolerance= (m*(m+1) +n*(n-1))/2; bits =1024
p=next_prime(ZZ.random_element(2**(bits)))
R.<x> = GF(p)[]
f= x**m
while 1:
for i in range(m):
f +=ZZ.random_element(p)*x**i
if gcd(f, diff(f,x)) ==1:
pass
break

Then, we generate randomly a point in the curve by choosing their first
coordinate and try to solve Eq. (1). We choose the quality of the approximation by selecting the number of digits of p1/tolerance . For several approximations to the point are given as input to our algorithm, we construct the lattice
L(n,m,f ) :=L_n_m(f), and the algorithm returns the number of the hits.
Digits= 4; Bound= int((1./tolerance)*(10**Digits))/10**Digits
Delta = int(p**Bound)
Number_test = 100; Number_hits =0
for i in range(Number_test):
w0 = ZZ.random_element(-Delta+int(v0), Delta+int(v0))
w1= ZZ.random_element(-Delta+int(v1),Delta+int(v1))
A=matrix(ZZ, L_n_m(f))
Base=basis(A.transpose().kernel())
L=matrix(ZZ, [[Base[i][j] for j in range(m+n-1)] for i in range(m+n-1)])
C=vector(ZZ,[Delta**(m-1)*((-f(x=w0)-w1**n)%p)]+[0]*(n+m-2))
T=vector(ZZ,[solving_linear(A,C)[i] for i in range(n+m-1)])
F=Approx_CVP(L,T)+T
if (F[0]//Delta**(m-1)== v0-w0 or F[0]//Delta**(m-1)== w0-v0):
Number_hits += 1
Number_hits

The above code includes the functions solving_linear to solve linear systems over the integers which we have implemented using the Hermite Normal
Form of a matrix, and the function Approx_CVP that we have implemented the
Babai’s Nearest plane algorithm in [1].
We summarize its results in the following tables. We have selected primes of
several sizes, and note the obtained success threshold. As we can see, 1/λn,m
appears as the correct threshold:
– n = 1, m = 5, 1/λ1,5 = 1/15 = 0.066666
log2 (p)
logp (∆)

50
0.65

100
500
1000
0.066 0.0664 0.0666

– n = 2, m = 3, 1/λ2,3 = 1/7 = 0.142857
log2 (p)
logp (∆)

50
0.13

100
500
0.140 0.14

1000
0.142
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– n = 2, m = 5, 1/λ2,5 = 1/16 = 0.06250
log2 (p)
logp (∆)

50
0.05

100
0.06

500
1000
0.061 0.062

Another argument to show that the threshold is correct is the so-called
Gaussian heuristic. The so-called “Gaussian heuristic” suggests that and sdimensional lattice L with volume vol(L) is unlikely to have a nonzero vector
which is substantially shorter than vol(L)1/s .
The lattice L(n,m,f ) has volumen the product of the modulo integers, that is,
vol(L(n,m,f ) ) = p∆

m(m−1)+(n−1)(2m−n)
2

Since the dimension of the lattice L(n,m,f ) is m + n − 1. Then, vector E is likely
to be the one founded whenever
∆m < p1/(m+n−1) ∆

m(m−1)+(n−1)(2m−n)
2(m+n−1)

=⇒ ∆ < p1/λn,m .

Which it is exactly the same bound provided in the Theorem 1.
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